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Overview
To Putin, the End Justifies the Means

Russia Used Campaign Ads & Social Media in U.S. to:

• Create Doubt, Sow Discord & Generate Chaos 

• Exploit Fissures in Society

• Pit People Against One Another

• Disrupt, Not Trust, the Election Processes

• Turn Citizens Against the Government

Source: DHS, Dept. of Homeland Security; Mueller Indictments



Disrupt Our Democracy

How?

• Exploit Divisive & Heated Issues

• “Take Out” the Front Runner Candidate(s)

• Target Both Sides & Incite Opposition

Which Means…

Public Faith in the Results is Shaken



Background: Putin & Russia

• Former Soviet Intelligence Officer in the KGB

• Judo Master: Trained to Use Opponents’ Strength Against Them

• Russian President 2000-08, 2012-Present

• Actively Works Against NATO & Western Democracies

• “IRA” – Internet Research Agency: Russia’s Primary Cyber Network



Why YOU? 



Why YOU? 

• Newest Generation of Voters – It Starts With You

• Most Susceptible in Formative Years

• Social Media Presence Highest Among Ages 18-24

• First-Time Voters 2020 Election – Be Educated & Prepared! 



Key Cyber Terms

Scanning – checking systems for cybersecurity weaknesses

Phishing – attempt to gain information by posing as someone else

Hacking – attempt to break into/gain unauthorized access to private information/systems

Targeting – planning/selecting a specific person or entity

Spear Phishing – attempt to hack a specific person or entity

Whaling – phishing high-profile people (e.g. President, chief election official, etc.) 

Spoofing – impersonating, masquerading or mimicking a trusted source

“Fake News” is a catchall phrase, non-specific reference to something untrue

Misinformation: false information

Disinformation: false information intentionally designed to appear true

Information Manipulation: mixture of half-truths & selected truths (main Russia tactic)



American Elections

Starting Point 

NO EVIDENCE that ANY Votes Were Changed In Our Elections!

US elections are decentralized, run independently by 

states.

Specifically in WV, voting machines:

1. Are air-gapped and not connected to Internet

• Over 1,700 precincts 

• Very difficult to hack; requires physical breach

2. Use voter-verified paper ballots 

3. Pre- & post-election audits ensure security and 

accuracy



American Election “Hacking”

Yet, Perception is Reality in Election Security

“1/3 Americans Think A Foreign Country Will Change Midterm Votes”

NPR poll prior to 2018 Election

Hackers are like a “Bad Referee”
Loser wants to blame somebody, so, 

like a losing team in a basketball game, refs get blamed.  

In elections, loser may blame hackers because they were meddling.



Fear Over Election “Hacking”

So, when scanning, phishing, hacking, & disinformation occur, 

distrust, suspicion, & discord occurs. 

Loser “blaming the ref” (the hackers) 
plays into the hands of the attacker!

That is, Russia



History of Russia Hacking & Disinformation 

International
Estonia
Ukraine
France 
Germany

Domestic
Voter Registration Systems

Social Media (as early as 2013)

Political Campaigns

Created Teams to Influence Election
Imported Foreign Agents & Foreign $

Inspired Other Bad Actors, Foreign & Domestic

Austria

Norway

Netherlands

United Kingdom

and others

Source: Department of Homeland Security

All 50 states were targeted; 

21 had “extra measures taken” 

to try to penetrate via cyber 



Known Foreign Cyber Adversaries of U.S. 



Adversaries Can’t Beat Us on Battlefield       

So, They Change the Game & Reset the Game Board

Battlefield of Unconventional Warfare:

1. Cyber: cheaper, hard to attribute, response may cause escalation

2. Psychological operations:  “Messing with Americans’ heads”

3. False reporting: intentionally false, partially false

4. Public sharing of sensitive information

• E.g. Democratic National Committee Emails



Russia:  Using Our Strengths Against US
The “Spirit of America” is in our freedoms

US Strengths

Freedom of press

Freedom of speech

Freedom of religion 

Freedom of assembly

All can be leveraged via 

social media, cellphones!

All for < ½ the cost of a single fighter jet…  



Russian Social Media Effort in 2016 Elections

Twitter: 10 Million Tweets

Instagram: 116,000 posts

Facebook: 61,000 posts

Additional Videos: 1,000

Over 2016, That’s Almost 28,000 

Social Media Actions per Day

Which Platform Do You Use the Most? 

Have You Seen Fake Accounts? 

Social Media Platforms are Paralyzed

• Leave up false information,       

or be accused of bias…

• Which is worse? 

Censorship or Fake News?

- Particularly weaponized



Russia Targeted the Spirit of America

5 Examples

1

2

3

4

5

Source:  DHS



Pro-Trump Rally Anti-Trump Rally

1. NY:  Competing Rallies (Assembly)
Competing Protests Promoted in NYC on Nov. 12, 2016

4 days 
AFTER 
election!



2. HOUSTON: Religious Tensions

Pro-Islam Anti-Islam 

Competing Protests on Same Day at Noon, May 21, 2016



3. GEORGIA: Manipulating Democracy

Pro-Stacey Abrams Anti-Stacey Abrams



4. MIAMI: Racial & Ethnic Division

• Takes shot at the Press

• Stirs-up Latin Americans

• Dishonest

• Seeks Facebook, Twitter 

followers



5. NORTH DAKOTA: Discouraging Turnout

Misinformation Discouraging Turnout

• False Claims about Hunting License 

Forfeiture



In General:  Russia Targets Social Issues

• Social Justice

• Sexual Orientation

• Heritage 

• Oppression 

Goal:  To amplify most extreme & corrosive voices within the debates



Aggressive – “Slavery . . . Indian American 

Genocide”

Passive – “Power of ancestors”

Social Justice 



Anti-LGBTQ Pro-LGBTQ 

Sexual Orientation 



Heritage



Oppression



What We’ve Learned
Targets: Social Media of Millions of Americans Starting 2013

Platforms: Facebook, Twitter, Instagram, Reddit, Tumblr, 

YouTube, Vine, Google+, Pinterest

Main Actor: Internet Research Agency (IRA) – Russian Agents 

Acted to Erode Trust

Finances: Russian IRA had $Million/Month for Cyber & 

Disinformation Activities Targeted Inside the US

Key Summary by U.S. Dept of Homeland Security & Dept of Justice:

No Ballots Changed & No Material Impact on Elections



Former Soviet Dictator Joseph Stalin 

What if a news 

outlet is hacked?

Can we trust the 

reported outcome?

Today, It’s Who 

Reports the Votes!



So, What Can You Do? 

3. Correct

2. Detect

1. Protect



First: Protect
You’re the Target; Be Proactive!

Question Validity
Verify: Fact Check, Use Reputable Sources* (See next page)

Report: “See Something - Say Something”

Protect Yourself:
Use 2-Factor Authentication & Complex Passwords
Use Different Passwords for Accounts
Intellectual Property (trade secrets, formulas, MLB lists, designs)

Limit Risk 
Don’t fall for phishing! Think Before You Click or Share.  
Beware of website impersonations.  Secure Links/Sources Only!
Don’t use “found” flash/thumb drives, CDs, Devices (Stuxnet) 

Think Before You Link



Fact-Check

• Opensecrets.org – Shows who receives $ from Russia

• Realorfake.org – Exposes fake news sites

• Politifact.com – Fact checks US politics

• Factcheck.org – Holds politicians accountable

• Stopfake.org – Fact-check by Ukrainian profs & students

• Polygraph.info – Fact check by Radio Free Europe, VOA

• Sunlightfoundation.com – Nonprofit newsroom

• Propublica.org – Nonprofit newsroom 

• Bellingcat.org – Distributed, collaborative investigating

• WhatsApp – New tip line for misinformation (India)



Second: Detect
• Phishing & website impersonation

• Unauthorized access

• Any suspicious activity (e.g. found flash drive) or alerts

• Ransomware – locks all data, pay $ to regain access
• E.g. North Korea ransom in crypto $ to avoid sanctions



Anyone Can Be Hacked

WV Senate Campaign, national news 

WV Government Official

Source: Washington Post



Third: Correct
Immediately

• Take Screen Shots if Possible; Shut Down/Disconnect to Limit Damage

• Change Passwords to All Accounts & Social Media Profiles

• Report to Internet/Social Media Providers

• If Asked for Ransom, Report to Police

• Seek Professional Tech Support 

IF YOU BECOME A VICTIM 

OF A CYBER HACK OR COMPROMISE:



Conclusion
For Just 20% of LeBron James’ Salary, Russians Were Able to Cause All This

Takeaways:

1. Stay Alert: being conscious & aware protects against false information 

2. Minds, Not Machines: Russia is attacking our minds, not voting machines

3. We’re in a Race with No Finish Line: must stay ahead of bad guys

4. It Starts With You: educating new voters protects our democracy

Be Smart. Think Before You Share!



Test: Which Post is Real? 

Feminism

Issues



Test: Which Post is Real? 

Feminism

Issues

Goal: Inflame dialogue 

between supporters and 

opponents of 

Feminism. Used to 

generate activity: likes, 

shares, comments.

Impact: Used this 

interaction to organize 

counter-protests



Test: Which Post is Real? 

Race 

Issues 



Test: Which Post is Real? 

Race 

Issues 

Goal: Aggravate racial 

tensions

Impact: Created events in 

several cities and 

organized with real 

American activists



Note of Caution  

Misinformation Doesn’t Just Come from Russia

It can be ½ truths

Selective truths with intent to mislead

Bot-generated perpetuation and sharing of fake posts

AI – Artificial Intelligence, without human dimension / context

Notre Dame Fire does not appear to be a terrorist act, 

but YouTube AI initially indicated that it was… 



V



Fake News, Ads, Search Results

Search Engine Ads are being intentionally confused 

with Results (See Expedia example to the right)

2016: College student died of cancer due to 

misleading info about treatment options by 

unlicensed providers using China’s #1 research 

engine, Baidu  (China’s “Google”)

Baidu prioritized advertising over organic 

medical-related searches on its mobile app; 

putting $ ahead of competent advice.

Baidu also gave priority to 3d-party vendor 

(paid advertiser) for visa applications rather 

than less expensive/real government office.



For more information, contact

WV Secretary of State Office

304 558-6000
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